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Abstract—Virtual private network (VPN) is the traditional
approach for an end-to-end secure connection between two end-
points. Most existing VPN solutions are intended for wired net-
works with high-speed, highly reliable connections. In a mobile
environment, these network connections are less reliable. This
affects traditional VPN performance resulting in frequent appli-
cation failure, data loss, and reduced productivity. Mobile VPN
bridges the gap between what users and applications expect from
a wired network and the realities of mobile computing. In this sur-
vey, we provide a taxonomy of VPN designs, present a study of
existing mobile VPN solutions, and highlight the advantages and
disadvantages and applications of these methods.

Index Terms—Virtual private network, VPN, mobile VPN,
MVPN.

I. INTRODUCTION

G LOBAL computing industry is quickly evolving toward
having powerful cloud computing resources aimed at

providing services over the Internet, with mobile devices behav-
ing as the user interface into this cloud. In such an environment,
having a way to securely connect these mobile terminals to
a cloud computing resource like MobiCloud [1] is of great
importance, not just for information assurance and protection
of intellectual property, but often for regulatory and compliance
reasons.

Classical Virtual Private Network (VPN) connections estab-
lish secure connections between a remote user and a home
network by encrypting packets sent though the Internet rather
than building a true private network [2]. These VPN connec-
tions however, are best suited for stationary devices which,
unlike mobile devices tend to have a stable network connec-
tion [3]. Most mobile devices are susceptible to intermittent
connection loss while switching from one network to another
or experiencing a gap in coverage [4]. For example, a cel-
lular phone might switch between WiFi and 4G, or between
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one WiFi and another. Such connection losses or connection
changes can cause the VPN connection to break causing the
mobile applications utilizing the VPN to either timeout or
crash.

Given the ever increasing popularity of remote workers and
Bring-Your-Own-Devices (BYOD) in work places along with
the ubiquitous presence of wireless networks that these devices
have access to, it is prudent to have a mobile VPN solution that
can provide a VPN experience that does not require the user to
reset and reconfigure the VPN session upon switching between
networks. According to a survey done by Dimension Data
[5], 79% of over 1600 surveyed IT and security professionals
ranked mobility as a top priority. In the same survey, 71% of the
respondents expressed that data security is the major concern of
mobility. While there have been several mobile VPN protocols
studied and several commercial mobile VPN solutions in the
market, to the best of our knowledge, there has been no survey
done that compares these protocols and solutions against each
other. Saha et al. [6] provides a survey about several mobility
protocols that support micromobility and macrombility to the IP
layer. Their survey, however, does not pertain to mobile VPNs
and only covers mobility support in the IP layer. Subsequent
work in application layer mobility and mobility based on Host
Identity Protocol are not included in that survey. Similar argu-
ment can be made against the survey done by Akyildiz et. al.
[7] which survey layer 3 and layer 2 mobility management pro-
tocols in IP wireless networks. Zhu et al. [8] provides a survey
of mobility support in the Internet, however this survey is more
generalized than our mobile-VPN-specific survey.

The goal of this survey is to explicitly state requirements
from a mobile VPN, study the various technologies that were
tailored to a mobile environment, compare their characteris-
tics, strengths, weaknesses and applications; with an emphasis
on security and robustness in the context of a mobile device
with frequent network disruption/handover. In Section II we go
over some of the background information including network
nomenclature, underlying network protocols and classifica-
tion methodologies commonly used for VPNs. We present in
Section III criteria for classification of mobile VPN. Section IV
lists the requirements that we believe are essential for a mobile
VPN. In Section V we discuss protocols that we believe are
the building blocks for an effective mobile VPN solution. In
Section VI we compare and contrast these technologies. We
discuss some commercial mobile VPN products available in
the market with two case studies in Section VII. We conclude
this survey by discussing open issues in Section VIII before we
present a summary in Section IX. For the reader’s convenience
to navigate this manuscript, we provide Table I serving as a
road-map for this survey.
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TABLE I
ROAD-MAP OF PAPER LAYOUT

II. BACKGROUND

In this section we provide background information in an
attempt to make this survey more comprehensive and self-
contained. In the remainder of this section we briefly define
VPNs. After that, we provide definitions of network compo-
nents that are used in mobile VPN solutions. We then provide a
technical background section discussing, briefly, the protocols
that are used in mobile VPN solutions and technologies. We
conclude the section with a discussion about VPN classification
for comprehensiveness.

A. Virtual Private Network (VPN)

VPNs are networks built as an overlay on the public infras-
tructure of one or more providers, so as to permit access
between a defined set of devices [9]. A VPN can be simply
thought to be an authenticated and encrypted tunnel to serve
as a virtual leased line over a shared public infrastructure [9],
[10]. According to the strictest definitions, a VPN does not have
to ensure encryption of data. Per the Virtual Private Network
Consortium (VPNC), a secure VPN is a user encrypted and
authenticated connection a) between two segments of the same
private network, b) from a computer to a private network, or
c) between two computers [11]. Since VPN is between autho-
rized users/devices, strong access control is essential for a
secure VPN [12]. As is common in the industry, this survey
will use VPN and secure VPN interchangeably.

B. Network Components

Several network components are common to most VPN
solutions discussed in this survey. They are briefly discussed
here:

• A mobile node (MN) is any network device that is not
tethered to one static network. In most cases, the MN can
physically move around. However, a node that has mul-
tiple network interfaces and has the capability to switch
between them is for all intents considered to be a MN.
Common examples of a MN are a cellular phone or a
tablet. Since MN is typically on the move and any time
it strays too far from the location of its access point, it
switches to another network for its connectivity, thereby
obtaining a new IP address.

• The Network which the MN originally joins the network
is called the Home Network.

• The Home Agent (HA) is a router on a MN’s home net-
work. It maintains information about the MN’s location at
all times, and is responsible for delivering packets to the
MN when it is away from its home network.

• The Foreign Agent (FA) is a router in the MN’s visited
network that provides routing services to the MN in the
visited network.

• Correspondent Node(s) (CN) is a node with or with-
out any mobile functionality, which communicates with
the MN.

C. Protocols

This section will briefly present the different protocols that
constitute the basis of the mobile VPN solutions discussed in
Section V.

1) Point-to-Point Protocol (PPP): PPP is used to pro-
vide a virtual direct link over a multitude of physical
mediums between two endpoints allowing encapsulation
of network-layer datagrams into frames regardless of the
nature of the physical medium. Authentication in PPP is
achieved through Password Authentication Protocol (PAP) or
Challenge-Handshake Authentication Protocol (CHAP) [13],
[14]. Encryption can be added on by configuring PPP
Encryption Control Protocol (ECP) [15] or by securing the data
using a higher-layer protocol like IPsec.

2) Layer 2 Tunneling Protocols (L2TP): There are two
main variations of the L2TP protocol: L2TPv2 and L2TPv3.
L2TPv2 is a data link tunneling protocol used to tunnel multi-
ple PPP sessions. Multiple PPP sessions are differentiated by
using a session ID. L2TPv3 can be used to tunnel not only
PPP frames but also IP packets. This eliminates the overhead of
encapsulating IP packets within PPP frames [16]. Both L2TPv2
and L2TPv3 provide two channels within the tunnel: a reliable
control channel and an unreliable data channel [16], [17]. L2TP
does not provide any security features and relies on protocols
like IPsec for message authentication and encryption [18].

3) Generic Routing Encapsulation (GRE): GRE is a pro-
tocol used to tunnel an arbitrary network layer protocol over
any network protocol [19]. When encapsulating protocol X over
protocol Y, GRE takes a packet in format X and considers it
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to be the payload packet. It first encapsulates this packet in a
GRE packet and then encapsulates this GRE packet in protocol
Y, which is considered the delivery protocol. RFC2890 extends
the GRE header to allow multiplexing different packet flows
within one GRE tunnel with in-order delivery of packets [20].
This allows GRE to encapsulate PPP frames [18].

4) IP Encapsulation Within IP (IPIP): IP-in-IP or sim-
ply IPIP is defined in RFC2003 to allow for encapsulating
an IP packet within another IP packet [21]. A tunnel can
be established between two endpoints, an encapsulator and a
decapsulator, in order to tunnel packets going from a source in
the network of the encapsulator to a destination in the decapsu-
lator’s network. The inner IP header, added by the source, will
contain the original source and destination IP addresses. The
outer IP header, added by the encapsulator, will contain its IP
address as the source IP and the decapsulator’s IP address as the
destination IP. It is then the responsibility of the decapsulator to
process the IPIP packet and forward the original (inner) packet
to the destination. Minimal IPIP was introduced in RFC2004 in
response to the problem of the overhead of adding another IP
header especially to packets with small payload [22].

5) Internet Protocol Security (IPsec): IPsec consists of
guidelines for a series of protocols that secure communications
at the network layer of the OSI stack [23]. Originally devel-
oped as a security extension for IPv6, IPsec was later adapted
into working with IPv4; making it well-suited for use in both
platforms [9].

The following protocols are commonly used as part of the
IPsec suite:

• Encapsulation Security Payload (ESP) provides data
source authentication, data integrity, data confidentiality
and anti-replay protection of IP packets by encapsulat-
ing the data to be protected between the ESP header and
trailer [24], [25].

• Authentication Header (AH) supports data source authen-
tication and data integrity, but does not offer any form of
confidentiality. This makes it a lot simpler than ESP, but
also less commercially attractive. AH authenticates the
entire datagram, unlike ESP, which does not authenticate
the leading IP header or any other information that comes
before the ESP header [9].

• Internet Key Exchange (IKE) protocol for negotiating
IPsec connection settings and authenticating the end
points. It defines the security parameters, negotiates
keys, and manages the IPsec communication channels
[10], [26].

IPsec can be implemented in two different modes: Transport
mode, and Tunnel mode. In the former, the IP payload is
encrypted, while the header is left intact. In Tunnel mode,
the entire IP packet including the headers are encrypted, and
encapsulated within new IP headers.

6) Transport Layer Security (TLS): TLS is a protocol
designed to provide security to applications communicating in a
client-server model. It is an upgrade to the commonly used SSL
protocol. Unlike IPsec, TLS resides between the Application
layer and the transport layer in the TCP/IP stack. Therefore,
it provides confidentiality and integrity only to the applica-
tion data whereas IPsec, depending on the selected security

Fig. 1. Mobile IP.

protocol, extends its security features to both the transport layer
header and the IP header [27].

Wireless TLS (WTLS) is an optimized version of the regu-
lar TLS protocol for a low-bandwidth wireless network with
substantial latency [28]. WTLS provides compressed data
structures to reduce packet sizes; and uses a new certificate
format that compresses the TLS certificates. WTLS enhances
TLS greatly by giving the client and server the ability to
resume a previous session instead of negotiating new security
parameters, thereby enhancing mobility.

7) Mobile IP (MIP): MIP is a popular protocol for extend-
ing mobility into IP. It enables session continuity when an
end point travels among heterogeneous networks and ensures
this mobility is transparent to applications [29]. MIP is thus
ideal for providing mobile VPN connectivity independent of
the underlying access technology.

The MN has two IP addresses: care-of address (CoA) and
home address. The home address is constant and used to
communicate with the CN. The CoA is a temporary address
assigned by the visited network, and is used to build a tunnel
from the HA to MN. The original packet is the encapsulated in
the IP packet with CoA [29]. The general structure is shown in
Figure 1.

Packets sent to the home address of the MN are intercepted
by the HA (Step 1). The HA tunnels the packets to the MN (Step
2) since it is aware of the MN’s location. After decapsulating
the packet, the MN can send all further communication directly
to the CN (Step 3). As long as the MN notifies the HA of its new
CoA when there is a change in location, this process provides
strong authentication technique for the MN [29]. However,
security in MIP has two major limitations: a) Outgoing pack-
ets from the HA to the MN may be dropped by filters in visited
network because of the use of the home address as the source
address; and b) problems arise when the FA is not capable of
reading a MN’s request to its HA. This prevents the set up of
the tunnel resulting in connectivity loss [9].

8) Session Initiation Protocol (SIP): SIP is an application-
level signaling protocol used for controlling sessions such as
voice and video calls. It contains design elements that are based
on a request/response transaction model, wherein each trans-
action consists of a client request and server response of a
particular method or function. SIP uses most of the header
fields, encoding rules and status codes of HTTP, providing a
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Fig. 2. Mobile VPN classification taxonomy.

readable text-based format. SIP works as the signaling portion
of several other protocols [30].

Each resource of a SIP network is identified by a uniform
resource identifier (URI), based on the general standard syntax
also used in Web services and e-mail. The URI scheme used
for SIP is sip : username : password@host : port. If secure
transmission is required, the scheme sips : is used as the prefix
instead of sip : to ensure that each hop over which the request
is forwarded must be secured using Transport Layer Security
(TLS) [30].

9) Real-Time Transport Protocol (RTP): RTP is a appli-
cation layer protocol designed to provide end-to-end network
transport functions suitable for applications transmitting real-
time data, such as audio and video over multicast or unicast
network services regardless of what the underlying network
and transport protocols are [31]. Secure RTP (SRTP) intends to
provide encryption, message authentication and integrity, and
replay protection to the RTP data [32].

D. VPN Classification

Over the years, there have been several attempts to classify
VPNs in order to gain a better understanding of their capabil-
ities and application. We discuss a few of them briefly here,
before picking a classification criteria that suits mobile VPNs.

• Mobility - Using mobility as a classification criteria,
VPNs can be divided into Stationary VPNs and Mobile
VPNs. As the name suggests, stationary VPNs are
designed to work for nodes that do not move during a
VPN session, such as a PC or a router; with mobile VPNs
on the other hand, being able to support mobility for a MN
whose IP may change periodically due to its geographic
motion or due to it switching between available networks.

• Deployment - From a network architecture perspective,
VPNs can be categorized into the following groups:
a) Site-to-site VPN; b) Remote access VPN; and c) Peer-
to-peer VPN. Site-to-site VPNs are used to establish a
tunnel between two VPN gateways in order to virtually
connect two separate networks such that resources in
both networks can be available at the other end. Remote
access VPNs are set up to allow remote users to connect

to a private network through a VPN gateway. Peer-to-
Peer VPNs are used to enable nodes in a P2P network
to communicate amongst each other securely. P2P VPNs
can be set up either in a centralized or a decentralized
architecture [33].

• OSI Layer - Depending on what layer of the OSI stack the
VPN service is provided on, VPNs can be divided into:
a) Layer 1 VPN; b) Layer 2 VPN; and c) Layer 3 VPN.
Layer 1 and Layer 2 VPNs provide the ability to create
multiple virtual networks over the same physical network
or over Asynchronous Transfer Mode (ATM) or Frame
Relay (FR) circuits [34], [35]. Traditional VPNs such as
ATM and FR networks, enable security at the Data Link
layer (Layer 2) of the TCP/IP stack [9]. These solutions
were not designed to support mobility of the end points
[36]. Layer 3 VPN protocols such as GRE, IPsec, IPIP
and BGP/MPLS offer the VPN end points the ability to
route IP traffic between them [36]. Since mobile commu-
nications introduce problems because traffic is generally
to and from a MN, in their basic forms, L3VPNs are not
very forgiving of mobility [12].

III. MOBILE VPN CLASSIFICATION CRITERIA

Based on their inherent characteristics and use cases, there
are several criteria to classify mobile VPN technologies. In this
Section, we introduce and describe a few such classification cri-
teria in detail. We also provide a mobile VPN taxonomy based
on these criteria illustrated in Figure 2, and we summarize the
classification criteria in Table II.

A. Classification Criteria - Tunnel Establishment

VPNs can be categorized into the following three groups
based upon tunnel establishment criteria: a) Voluntary VPN;
b) Compulsory VPN; and c) Chained VPN tunnel.

1) Voluntary VPN: In a voluntary VPN, an end-to-end tun-
nel between a remote node and a VPN gateway is setup
voluntarily or as dictated by need of the remote user. In this
model, no intermediate nodes or entities are involved. The
remote node has to have certain capabilities like IPsec, TLS
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TABLE II
SUMMARY OF MOBILE VPN CLASSIFICATION CRITERIA

etc. For example, when a MN sets up a voluntary VPN con-
nection, the service provider (wireless carrier) is unaware of
this tunnel. The remote user (whether stationary or mobile)
can establish said VPN connection to any private network after
gaining Internet access from the service provider. This model
has the following advantages and challenges [18]:

Advantages:
• It is a simple client/server model of VPN. A tunnel can

be established with relative ease as long as the client has
access to a public IP network such as the Internet and
a VPN client software, and the server has a VPN server
software.

• The service provider and any intermediate nodes do not
have to be party to setup the VPN. Once the tunnel is
setup, the intermediate nodes do not have visibility into
the encrypted traffic. As a result, they do not have to be
trusted.

• Since the intermediate nodes have no visibility into
end-to-end traffic, there is no need for Service Level
Agreements (SLA) or any other legal documents ensuring
the confidentiality of the data.

Challenges:
• The remote end requires a publicly routable IP address

which can be a challenge given the limitation of avail-
able public IPv4 addressing. However, to overcome this
challenge, voluntary VPNs can utilize NAT or IPv6. It
is important to note that the NAT solution is inherently
incompatible with certain designs of IPsec, and careful
attention needs to be given to the network design before
attempting to use such a solution.

• Any kind of traffic prioritizing and shaping using Quality-
of-Service (QoS) by the service provider would not work
since QoS would require packet inspection.

• Since additional encapsulation is required to setup a vol-
untary VPN, setting up and maintaining a VPN over

a lossy wireless channel may lead to shoddy customer
experience.

2) Compulsory VPN: A VPN established between the ser-
vice provider and a private network, which is used only when
the remote user wants to access resources in the private network
is termed to be a compulsory VPN, simply because the user is
forced to use the tunnel between the carrier and the private net-
work’s gateway. In this model, the MN does not need to support
any tunneling or security protocols such as IPsec or TLS since
it is completely unaware of the tunneling. The advantages and
challenges of this model are as follows [18]:

Advantages:
• No encapsulation is needed between the MN and the

service provider. The overhead of encapsulation and
encryption is eliminated especially over lossy radio link.

• No VPN support needed in the MN. This would save the
MN’s resources such as battery and CPU.

• Ability to provide QoS to differentiate level of service for
voice, video and data services.

Challenges:
• The lack of an end-to-end VPN connection means that

the data is partially transmitted through an insecure data
channel, and is thus open to snooping.

• The service provider has to be trusted since the radio link
connection is terminated at the service provider. Even if
some encryption is used over the radio link, traffic will be
decrypted before it is encapsulated and forwarded to the
private network through the compulsory VPN tunnel.

• There is a need for an SLA and the service provider has
to be involved, thereby leading to additional costs. This
may make it unsuitable for small businesses and academic
institutes.

3) Chained VPN Tunnel: The chained VPN tunnel model
uses concatenated tunnels provided by the service provider but
extends it past the base station to the remote user. Such a
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model allows for QoS and traffic shaping. However, the service
provider still has to be trusted. This model however eliminates
any insecure data channels that exist in the compulsory VPN
model [18].

B. Classification Criteria - Layer of Mobility

Mobile VPNs can be classified based on which layer of the
TCP/IP stack is mobility taken care of. Based on this criteria
mobile VPNs can be categorized into: a) Mobile VPNs based on
network layer mobility. These mobile VPNs address the mobil-
ity problem in the network layer. They solve the problem of
IP address change by network level means such as redirect-
ing traffic to a HA in Mobile IP and support for mutli-homing
MOBIKE. b) Mobile VPNs based on application layer mobility.
These mobile VPNs support mobility by creating session bind-
ing above the IP layer so it is not affected by IP address changes.
SIP-based mobile VPNs and TLS-based VPNs are examples of
this category.

C. Classification Criteria - Security Protocol

Security is an essential part of VPNs. Encryption, authenti-
cation and message integrity provided by VPNs can be broadly
categorized into: a) protocols based on network layer security
such as IPsec; and b) protocols based on application layer secu-
rity such as SRTP and SSL and its variants TLS, DTLS and
WTLS.

IPsec applies security to IP datagrams on network layer, so
there is IP address binding between the two endpoints of an
IPsec tunnel. However, application layer security protocol are
more suitable for mobility and more NAT-friendly since they do
not include IP addresses as part of the security association [37].

IV. MOBILE VPN DESIGN REQUIREMENTS

A mobile VPN is, by professional consensus, thought to have
the following requirements:

1) Seamless Network Roaming (SNR): When the MN per-
forms a vertical handoff (MN uses a different network
interface such as switching from cellular interface to
WiFi) or horizontal handoff (MN switches from one
network to another while using the same medium; e.g.
switching from one WiFi network to another) and receives
a new IP, the VPN functionality should remain intact
without user involvement. In both scenarios, the physical
IP address for the VPN tunnel (outside address) changes.

2) Security: The mobile VPN should enforce a mechanism
for authenticating the user, providing encryption of the
data traffic along with integrity assurance.

In addition, several sources of the solutions studied make the
following demands of a mobile VPN solution:

3) Application Session Persistence (ASP): Open application
connections remain active when the network connection
changes or is interrupted, or when the user manually puts
the device in sleep mode.

4) Performance: Not all data needs to be encrypted. Split
tunneling can be employed so that data that is not

Fig. 3. VPN mobility scenario.

sensitive may be sent through unencrypted channel
enhancing the performance of the VPN as well as pre-
serving MN battery. Moreover, encryption algorithms can
be chosen based on user requirements and device sta-
tus, and may be done adaptively. Adaptive compression
techniques may also be applied. Additionally, it should
conserve system resources by providing location updates
proportional to mobility [38].

For the purpose of this survey, we assume that a mobile VPN
solution is required to maintain the VPN session between a
VPN client and a VPN server despite interruption of network
connectivity, or when the MN moves between networks and
obtains new IP addresses. Figure 3 shows how a MN con-
nected to a home network can travel between networks, get
new network information and still appear to maintain the same
session from an application perspective. In essence, the main
goal with a mobile VPN solution is to provide the application
layer transparency to network layer disruptions so as to main-
tain independence of the end-to-end application sessions from
issues caused by mobility.

For conceptual models and design methodology of mobile
VPNs, the reader may find [10] useful.

V. MOBILE VPN TECHNOLOGIES AND SOLUTIONS

Mobile VPN is a broad class of protocols that seek to deliver
secure IP mobility [3]. An ideal protocol would satisfy require-
ments set forth in Section IV. Of the several products and
protocols that seek to adapt VPNs for mobility, we study a few
different approaches. They are discussed in the remainder of
this section. Figure 4 shows a taxonomy of the mobile VPN
technologies discussed in this section. We also provide Table III
to compare these solutions.

A. Mobile VPN Through Network Mobility

In this section we discuss several mobile VPN technologies
that support mobility at the network layer.

1) Mobile IPv4 Based VPNs: This type of mobile VPN
relies on two protocols IPsec and MIPv4 explained in sec-
tions II-C5 and II-C7 respectively. A MN first obtains an IP
address for its Home Network and registers it with an HA.
When the MN roams and connects to a foreign network, it
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Fig. 4. Mobile VPN technologies and solutions taxonomy

obtains a new IP address and registers with a FA. As shown
in Figure 5, the FA establishes an IPsec tunnel between itself
and the HA and informs the HA that FA’s IP address is the new
CoA of MN1. All packets sent from a CN to MN1 go at first
to the HA which then send them to the FA though the IPsec
tunnel. The FA has the capability to realize which MN these
packets are destined to and therefore it will forward them to
MN1. This is the compulsory approach of this mobile VPN. A
voluntary approach is achieved by having the MN acting as its
own FA as the case for MN2 in Figure 5.

The IPsec tunnel is established between MN2 and the HA.
MN2 will register its newly obtained IP address with the HA.
Just like the compulsory approach, packets destined to MN2 has
to be routed to the HA first which causes the triangular routing
anomaly.

Authors in [39] present a benchmark for the performance of
authentication and encryption algorithms used in IPsec-based
mobile VPNs.

2) Mobile IPv4 With Two HA Based VPNs: Incorporating
MIP into IPsec based VPN gives rise to several technical issues.
When a MN moves away from its home network, it must estab-
lish an IPsec tunnel with the VPN gateway using the CoA it
received after moving. Since all packets including MIP mes-
sages are encrypted by IPsec, the FA cannot decrypt them,
thereby rendering it unable to relay the MIP messages [40].
This problem can be avoided by having a mechanism with two
HAs, one for internal and one for external networks [41]. The
MN would use the internal HA (i-HA) if it is in the home net-
work and an external HA (x-HA) when it moves out of its home
network. This device adds another layer of MIP which is under-
neath IPsec as shown in Figure 6. Upon receiving a new CoA,
the IPsec tunnel will not have to be broken, and the FA would
be able to decrypt the messages as well. When the MN ventures
out to visit a network, it would follow a registration process as
in Figure 7.

This solution, proposed in IETF RFC 5265, has several mer-
its. First, there is no modification required to the MIP and

IPsec standards. Modifications to the MN are slight [42]. The
solution, however, leads to problems determining: a) where the
x-HA should be placed; b) the trustworthiness of the x-HA;
c) how to protect traffic going to the x-HA; and d) the perfor-
mance impact of having three extra headers to the payload [42].

Benenati et. al. [43] build on the work of Feder et. al. [44]
and use a variant of this IETF solution, along with multiple
tunneling protocol standards to offer a transport layer solu-
tion across 3G and WLAN. The proposed solution provides a
solution for mobility between interconnected WLAN and 3G
networks. The authors consider integration of a WLAN sys-
tem with an existing 3G network either as a wireless Ethernet
extension (Tight internetworking) or as complementary to the
3G network (Loose internetworking), with the essential differ-
ence being the amount of shared infrastructure between the
3G network and the wireless providers. At a minimum, the
Authentication, Authorization, and Accounting (AAA) server is
shared between the two technologies. Further, in their solution,
the authors of [43] assume that the MN is intelligent enough
to engage the proper protocols while using a minimal set of
credentials for authentication, which are inherently different
for various 3G and WLAN technologies. The specifications in
IETF RFC 5265 can be adapted for VPN protocols other than
mobile IPsec, provided the MN has IPv4 connectivity with an
address suitable for registration. Instead of an IPsec gateway,
if an TLS gateway or SSH node was used, it could adapt into
mobile TLS or mobile SSH VPN connection [38].

In [45], Dutta et al. present a framework named Secure
Universal Mobility (SUM) that utilizes the dual HA concept.
Their framework suggests a make-before-break approach to
reduce the delay incurred while reconstructing the two MIP tun-
nels and the IPsec tunnel. Based on signal strength, a MN can
initialize the handover process before it actually moves from
one network to another. This includes activating the target inter-
face and obtaining an IP from the target network. This approach
only works if the MN is in the range of both the current network
and the future network.
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Fig. 5. MIPv4 based VPN: MN1 utilizes a FA, MN2 acts is its own FA

Fig. 6. Mobile IPsec packet format

Fig. 7. Mobile IPsec registration

3) Mobile IPv6 Based VPNs: MIPv6 represents a logical
combination of IPv6 and MIP, with knowledge gained from the
development of MIP (or specifically MIPv4). MIPv6 shares a
lot in common with MIP, but naturally offers many improve-
ments over MIP. IPv6 in its native state has features that support
mobility, such as the ability for a MN to use its CoA as the
source address along with carrying a home address in the IPv6
header. Since every node in an IPv6 network has the ability to
interpret this information, there is no longer any need to deploy
FA as used in MIP deployments [46]. The functions satisfied by
an FA in a MIP network, such as discovery and address config-
uration in foreign networks are not necessary since MNs can
operate in any location without any special support required
from its local router.

Figure 8 shows a sample header structure in a MIPv6 when
two MNs need to communicate with one another while in vis-
ited networks. Note the capability provided in an IPv6 header
to incorporate Extension Headers (EH) that can add multiple IP
addresses for mobile situations.

4) BGP/MPLS Based Mobile VPN: In a BGP/MPLS based
mobile VPN, the MN is registered and authenticated using a
Diameter server. The MN generates a MIP registration request
when it moves into a visited network [47]. In order to have

Fig. 8. MIPv6 header

Fig. 9. MPLS based mobile VPN

the registration request to be delivered to the Provider Network
server (PNS) in the home network, the address of VPN server
replaces the address of HA in the HA field of the MIP registra-
tion request message. The authors of [47] assume this address
to be pre-configured in the MN. A new field named Foreign
Customer Equipment (FCE) address is added to specify the
address of the MN’s gateway in the visited network so that the
PNS can determine the gateway serving the MN. Additionally,
in the extension field of the MIP registration request message,
the address of the visited network AAA is specified instead of
the home network.

When the FA receives the MIP registration request message,
it generates a message to the AAA in the visited network for
authentication. Upon successful authentication and authoriza-
tion, the AAA sends a message to the PNS to obtain the address
of the HA for the MN. When the PNS receives this message,
it prepares an IPsec VPN between the visited network and the
provider. After establishing an IPsec tunnel between the PE and
the visited network CE, the PE inserts the mapping between the
address of the MN and the IPsec tunnel into the Virtual Routing
and Forwarding (VRF) table of the corresponding MPLS VPN.
The other PEs update their VRF table with the updated routing
information, and forward the information as determined by the
BGP/MPLS protocol. Figure 9 illustrates how a mobile VPN
user obtains access to a VPN from a visited network.

5) MOBIKE-Based VPNs: The IKEv2 Mobility and
Multihoming Protocol (MOBIKE) solves an inherent problem
with IKEv2 and IPsec when the IP address of a MN changes
[48]. MOBIKE provides mechanisms to enable MNs with
VPN connectivity using an IPsec tunnel mode to preserve the
Security Associations (SA) during a Layer 3 handoff [49].
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Fig. 10. NEMO network setup

With IKEv1 and IKEv2, the IPsec SAs are created implicitly
with the initial IP address of the MN. If the IP address changes,
the IPsec tunnel will be torn down and a new SA has to be
fully reestablished. MOBIKE enhances this by providing the
ability to create SAs (IKE SA and IPsec SA) that are associ-
ated with multiple IP addresses. It also provides the ability to
update such addresses without having to reestablish the SAs.
Such features are very suitable for MNs with multiple network
interfaces like cellular and WiFi. The initiator of the connec-
tion (usually the MN) and the responder (VPN Gateway) may
include one or more ADDITIONAL_IP4_ADDRESS and/or
ADDITIONAL_IP6_ADDRESS notification messages in
the IKE_AUTH exchange. During vertical handover, the MN
simply notifies the server to use another IP address already
agreed upon through the ADDITIONAL_ ∗ _ADDRESS
notification. For horizontal handover, the MN will simply send
an UPDATE_SA_ADDRESSES notification to update the IP
address. The server would then perform a “return routability”
check before accepting the new address [48].

MOBIKE helps in giving the application sessions persistence
only if a handover happens fast enough before the applica-
tion session or the underlying transport layer session times
out. Therefore, applications may not survive long coverage gap
where both cellular and WiFi are not available.

6) Network Mobility (NEMO): Devarapalli et. al. [50] pro-
pose a network mobility (NEMO) protocol that treats entire
networks, and not hosts as mobile. A real-world scenario would
be a corporate bus. It is conceivable that every person on the bus
would want to VPN into the corporate network. Instead of hav-
ing several individual VPNs, it would make practical sense to
have the network on the corporate bus be an extension of the
corporate intranet. The hosts in the bus are static with respect
to each other, as the network on the bus moves through differ-
ent access networks. The protocol is essentially an extension of
MIPv6 and is illustrated in Figure 10.

A new network device, called a Mobile Router (MR) is intro-
duced in NEMO. The MR registers at the HA as a MN does in
a MIPv6 network. But instead of registering one IP, the MR
registers one or many subnets. Packets with destination to the
network(s) behind the MR are intercepted by the HA forwarded
through a tunnel to the network behind the MR.

While NEMO makes minimal extensions to MIPv6, it has the
HA as a single point of failure. However, it reduces overhead
and improves performance for a few niche applications.

7) Cellular Networks - CDMA2000 Mobile VPN:
CDMA2000 is a 3G technology for cellular systems. It is
widely deployed in the Americas and in some regions in Asia

Fig. 11. Mobile VPN in CDMA2000

and East Europe [18]. The main components in CDMA2000 as
shown in Figure 11 are:

• CDMA2000 Radio Access Network (RAN). An MN
connects to RAN through radio access.

• Packet Control Function (PCF). RAN and PCF commu-
nicate through a Radio-Packet (R-P) interface.

• Home and foreign AAA servers.
• Packet Data Serving Node (PDSN) acting as a Foreign

Agent (FA). PDSN and PCF communicate through a GRE
tunnel.

• Home Agent (HA) which communicates with the FA
through a MIP/IPsec tunnel.

When a MN visits a CDMA2000 network, it establishes a
PPP session with the PDSN (FA). The PPP traffic is actually
encapsulated inside R-P traffic. When it reaches the PCF it
decapsulates the R-P traffic to obtain the PPP frames and fur-
ther encapsulates them inside a GRE packet that gets transfered
to the PSDN. The PPP session is terminated at the PSDN. The
payload of the PPP frames can then be transfered from the
PSDN to the HA via a MIP/IPsec tunnel.

When a MN register with a PDSN, the PDSN delegates the
IP assignment to the HA. The HA assigns a dynamic or static IP
to that MN. When a MN roams, there are three different levels
of mobility:

• The MN leaves the range of one RAN to another. Here
a physical layer soft hand-off occurs transparent to the
above layers.

• The MN may move far enough to join a range of a new
PCF. Here, link layer mobility takes place transparent
from layer 3.

• The MN roams to another network. At this point, IP
mobility takes place. The MN will register with a new
PDSN and the HA will update the mobility binding table
resulting in all subsequent traffic being routed via the new
PDSN.

8) Cellular Networks - UMTS Mobile VPN: In cellular net-
works, VPN mobility is provided through the cellular access
network consisting of towers and base stations, and mobile
VPNs in cellular networks use a combination of GPRS tun-
nelling protocols (GTP) and IPsec [51] as shown in Figure 12.
GTP encapsulates packets over IP/UDP transport paths and
provides control messages to setup and modify tunnels.
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Fig. 12. Mobile VPN in UMTS cellular networks

Fig. 13. SIP-based mobile VPN

A MN in such a setup obtains dynamically allocated IPs
and are authenticated by the cellular network providers by the
Gateway GPRS support node (GGSN) [51]. In non GPRS net-
works, a node with a different name, but similar functionalities
would replace the GGSN. IPsec tunnels are setup between the
GGSN and ISPs to transmit traffic to the final destination.

B. Mobile VPN Through Application Mobility

This section discuss mobile VPN solutions that support
mobility at the application layer of the TCP/IP protocol stack.

1) SIP-Based Mobile VPN: Huang et. al. propose a SIP-
based mobile VPN solution for real time applications, tailored
to delivering security and mobility to real-time applications
[42]. Figure 13 illustrates the proposed SIP-based mobile VPN
architecture.

When a MN roams from a home network, a SIP proxy server
located within the VPN gateway authenticates the incoming
SIP messages, and routes the messages through to another
SIP proxy server which is designated as the SIP registrar.
An Application Layer Gateway (ALG) interacts solely with
a SIP Proxy server, and oversees all the traffic. When the
ALG receives an incoming RTP stream from the home net-
work to a host in the Internet, it replaces the IP/UDP/RTP
headers with a SRTP header, and deliveries the stream to the
destination. Communication in the reverse direction is handled
by verifying the validity of the SRTP packet, and by replac-
ing the SRTP headers with a new RTP header. The payload
remains unchanged in both directions. Every such bi-directional
communication is represented as a session in the ALG.

As and when a MN enters and leaves its home network, it
registers its new location with the SIP registrar during initial
session setup. Huang et. al. use a Diameter service for the reg-
istration process. After the MN registers with the SIP registrar,
it checks whether there are active sessions in the ALG [52].
If an active session is found, the MN needs to RE−INVITE
the CN, where a RE−INVITE is essentially an INVITE mes-
sage with the same call-ID as the initial INVITE message, with
the new contact address of the MN. The RE−INVITE is sent
to SIP Proxy in the VPN gateway, which in turn routes the
message to the SIP Registrar. If authentication is needed, then
the SIP registrar leverages the Diameter server. If the MN is
allowed access to the home network, the SIP Registrar uses the
ALG to allocate enough resources to guarantee session protec-
tion. At this point, the RE−INVITE message is routed to the
CN [52].

When a MN returns back to its home network, the messages
do not need to go through the SIP proxy in the VPN gate-
way. So, upon registering its new address with the SIP Registrar
and sending the RE−INVITE message, the SIP Registrar will
free all the resources previously allocated. The MN can then
communicate directly with the CN without going through the
ALG [52].

Since the proposed architecture is based on SIP, there is no
need to tunnel a packet three times, as is required in the IETF
mobile VPN (Section V-A2), thereby significantly reducing
overhead. Additionally, the proposed architecture is particularly
useful for real-time application as most SIP-based applications
are [52]. Performance of the SIP-based mobile VPN seems to
indicate that it is especially suitable for real-time applications
given the small payload in real-time applications [52].

The SUM framework we discussed in Section V-A2 also uti-
lizes SIP along with MOBIKE as an alternative approach in
their mobile VPN framework [45]. The main objective is to
achieve a dynamic VPN tunnel establishment in order to use
a secure VPN tunnel on demand. For example, a secure tunnel
is not needed when the mobile client is inside the internal home
network or when it is roaming externally but is not sending
sensitive data.

2) WTLS-Based Mobile VPN: One of the most popular
commercial mobile VPN products is Columbitech [53], which
uses the idea of an application layer solution to add mobil-
ity to VPN. By addressing mobility concerns at the appli-
cation layer, the product liberates the network and trans-
port level connections from having to address mobility, and
have those layers working as they were originally designed.
The solution relies on recovery mechanisms at the transport
layer.

Columbitech [53] splits the client-server connection into
three connections as shown in Figure 14. The first connection is
a TCP/UDP connection inside the MN between the application
client and the mobile VPN client. The VPN client then estab-
lishes a session with the VPN server using reliable UDP. Similar
to the VPN client, the VPN server establishes a TCP/UDP con-
nection with the application server. This split is used to fool
the applications in the MN into believing they are connecting
directly to the application server, when in reality, the application
client connection ends at the VPN client.
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Fig. 14. Columbitech mobile VPN setup.

When the VPN client receives an application request to con-
nect to an application server, mobile VPN will intercept that
request and ask the VPN server to connect to the applica-
tion server. After learning that the VPN server has completed
setup with the application server, the mobile VPN client will
inform the application that the end-to-end connection to the
server is completed successfully. The mobile VPN server and
client setup the VPN session using WTLS. In addition, the sys-
tem supports multiple VPN servers with a multiplexer that can
distribute the load to the VPN servers. When a VPN server
experiences failure, all connected clients will lose their sessions
and will have to initiate a new connection with a different VPN
server since the system does not provide a transparent way to
hand-over the sessions of a failed VPN server to an active one.

3) MUSeS: Ahmat and Magoni [54] suggest a similar
application control mobile VPN solution. Their solution, called
MUSeS supports both the mobility and traffic security. MUSeS
allows user connections to survive disruptions caused due to
mobility. Similar to Columbitech [53], MUSeS hides the net-
work disruptions due to mobility from the user by creating a
secure session using an application layer abstraction. MUSeS
uses a peer-to-peer overlay network called CLOAK [55] above
any IP network. Instead of using IPsec or TLS for VPN, MUSeS
relies on device identifiers called provided and managed by
CLOAK to provide encryption and authentication.

When a MUSeS node generates a packet to send to a remote
MUSeS node, the packet makes its way through the underlying
CLOAK node via a loop back TCP connection. The underly-
ing CLOAK node routes the packet to the destination through
the P2P overlay network. The CLOAK node associated with
the destination MUSeS node intercepts the packet and locally
forwards it to B. The P2P overlay network ensures therefore
the proper routing of MUSeS secured packets over the net-
work. The authors do not however, provide explicit details
of the security assurances of this mechanism, instead, stating
that MUSeS protects user communications from common traf-
fic attacks because it uses standard cryptographic algorithms.
Since the communication between the MUSeS middleware and
the local applications on a machine are not secured, the secu-
rity of this system appears suspect compared to more traditional
VPN solutions. Figure 15 shows how a packet is forwarded
between the source and the destination.

4) FastVPN: Zúquete and Frade [56] suggest a solution for
fast VPN mobility of OpenVPN clients across WiFi hotspots,
called FastVPN. The goal of FastVPN is to reconfigure an

Fig. 15. MUSeS Setup.

OpenVPN tunnel after a VPN client gets a new IP address post
handover to a new network without having to terminate and
reestablish the OpenVPN tunnel. This is achieved by updat-
ing the VPN tunnel context at the VPN server once the client
receives a new IP address. Normally, an OpenVPN server looks
up a tunnel context by the VPN client’s physical IP address and
UDP port. When the client obtains a new physical address due
to joining a new network, OpenVPN server will not be able to
associate this client with its original tunnel context. This leads
to two major side effects: 1) the client will have to reestablish a
new tunnel causing unnecessary overhead stemming from tun-
nel setup and new TLS handshake; and 2) the private IP address
obtained by the VPN client in the previous session will less
likely be maintained as it will not be released until the previous
tunnel context is eliminated by OpenVPN’s garbage collection,
which only occurs after certain period of inactivity. Reusing the
original tunnel context allows for maintaining the same private
IP address, and allows for faster tunnel resumption by avoiding
the reestablishment of the tunnel from scratch.

Fast VPN reconfigures the original tunnel context by hav-
ing the client send the original session ID to the VPN server
whenever it obtains a new physical IP. Sending the session
ID is done in two ways: a lazy approach and an aggressive
approach. In the lazy approach the session ID (64 bits) is sent
in Initialization Vector (IV) field in all data messages all the
time. This works well for CBC cipher-mode as randomness of
IV does not improve CBC security [56]. For Cipher Feedback
mode (CFB) and Output Feedback mode (OBF), 128-bit IV has
to be used since randomness of the IV is a requirement. With
128-bit IV, only the first 64 bits will be constant (occupied by
the session ID) while the other 64 bits are random.

In the aggressive approach, the client sends a keep-alive mes-
sage to the server padded with a clear-text session ID at the end
of the message payload. When the VPN server receives such
a message, it will not be able to find an entry for the client
with the new IP address in the tunnel context table. Thus, it
checks the size of this keep-alive message and if it is longer
that what it normally is, it detects that this is a reconfigura-
tion message that contains a session ID. The session ID is then
used to look up the tunnel context, and if found, the physical
IP address associated with this context is updated with the new
IP address. Figure 16 shows the format of the reconfiguration
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Fig. 16. Reconfiguration message in Fast VPN [56].

Fig. 17. HIP protocol

ping message. This approach is considered aggressive because
the client will keep sending the reconfiguration ping message
until a confirmation from the OpenVPN server is received.

Fast VPN minimizes the packet loss but does not avoid it.
In addition, there is no mechanism to maintain the application
sessions while the MN is experiencing a gap in WiFi cover-
age. Allowing the VPN client to maintain the same private IP
address is quite helpful but such a solution would work only if
the client was to move from one WiFi network to another imme-
diately, without experiencing a long gap in coverage that could
trigger TCP sessions to timeout.

C. Host Identity Protocol (HIP) Based Mobile VPNs

HIP seeks to change the TCP/IP protocol stack to enhance
security, mobility and multi-homing capabilities of today’s net-
work. A new layer is introduced between Layer 3 and Layer
4 of the protocol stack that contains cryptographic host identi-
fiers as shown in Figure 17. HIP provides IPsec encryption and
enables authentication to a visiting network and to an intranet
firewall.

The use of HIP enables Single Sign-on (SSO) functionality in
a visited network, where the operator only has to obtain a list of
hosts authorized to use the network. During the HIP handshake,
the visited network can verify the identity of the MN [57]. As
long as the MN can authenticate with a network that has a HIP
enabled access point, a VPN can continue to operate seamlessly
(except for delay caused by the HIP handshake). Similar to the
solutions using the IETF RFC 5265, TLS and IPsec VPN solu-
tions can be configured to run on top of an HIP stack, thereby
ensuring VPN functionality [11]. Figure 18 shows a sample
HIP based mobile VPN tunnel with the minimum required
components.

VI. COMPARATIVE ANALYSIS

Mobile VPN based on MIPv4 and IPsec as proposed by
IETF meets the main criteria associated with a mobile VPN:
it can handle mobility, and is proven to keep data confiden-
tial and authenticate the identity of the systems participating
in the VPN. However, it adds a lot of protocol overhead. This
could potentially result in throughput degradation and adds to

Fig. 18. HIP mobile VPN

configuration complexity. Throughput degradation is especially
critical in low-speed wireless networks. An additional con-
cern, depending on the application in question is that this type
of mobile VPN does not offer application persistence through
network connection drops. Application persistence is only guar-
anteed if the underlying transport protocol like TCP remains
idle [58]. It also suffer from the problem of triangle routing or
two-crossing problem in which traffic sent to the MN has to
always go to the home agent first even if the MN and the corre-
sponding node are in the same network [58]. Finally, this type of
mobile VPN suffers from a performance problem which stems
from having to reestablish the security association of IPsec.
This problem is addressed in a similar mobile VPN that uses
two HA. The IPsec tunnel between the external HA and the FA
(can be the MN itself) is persistent since the external CoA does
not change during mobility. This method however increase the
tunneling overhead by adding an extra MIP layer.

MOBIKE-based VPNs offer native support for multiple net-
work interfaces where switching from one interface to another
cause no delays if both interfaces are active. If the interface
switched to was not active, the delay incurred is only the delay
required to obtain a layer 3 IP address. It also support updating
IP addresses during horizontal handover without tearing down
IKE and IPsec SAs. Application persistence is guaranteed when
there is at least one network available. However, there are no
guarantees that applications will survive long coverage gaps.

NEMO is an excellent mobile VPN solution for a niche
application. It does not meet many of the requirements of a
true mobile VPN solution, but can be used in association with
another mobile VPN solution to reduce overhead and enhance
efficiency.

While BGP/MPLS based mobile VPN technically makes
provisions for mobility, and has obvious VPN capabilities, it
falls short of the other solutions, since it requires specialized
equipment and configuration on part of the ISP. More than
a mobile VPN, it should be considered a stationary VPN for
nodes with limited mobility. Whenever a node moves from one
location to another, the VPN drops, and with it the application
sessions. After arriving at a new location, the VPN needs to be
setup once again, thereby causing service interruption.

The encrypted radio communication between the user and the
cellular access points in mobile VPN configurations in cellu-
lar networks are based on encryption between the user and the
mobile network provider [51]. Additionally, there is need for
specialized network devices like the GGSN which are owned by
entities other than the one the MN is seeking a tunnel to. The
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TABLE IV
COMPARISON OF RADIO IP’S MULT-IP VS. COLUMBITECH MOBILE VPN

setup of multiple tunnels adds overhead, which could impact
performance in low bandwidth networks.

SIP-based mobile VPN [52], [42] has a centralized
client/server architecture owing to the nature of the SIP proto-
col. This inherently brings with it scalability issues. In addition,
the solutions are adapted for real-time applications, and may not
suitably convert over for other applications. Moreover, it suffers
from the security vulnerabilities of SIP, which have been widely
studied [59].

TLS-based mobile VPNs and its variants (WTLS, DTLS)
are more mobility-friendly than the Mobile IP based solutions.
This stems from the fact that TLS is an application protocol and
therefore a TLS session is independent to any changes to the
network layer i.e. IP changes. In order to support application
persistence, TLS-based mobile VPNs rely on establishing
a virtual interface that remains active even during network
disruption. The virtual interface maintains a fixed virtual IP
(FVIP) which an application in the MN can use as a source
address. True application persistence (TAP) is not natively
supported by TLS-based mobile VPNs. If the MN experiences
a long coverage gap, the underlying transport protocol may
time out.

Mobile VPNs based on HIP has the potential to evolve into
a universal mobile VPN solution, since HIP supports mobility
in its native form. However, it requires the use of HIP enabled
devices in all visited networks which may not always be feasi-
ble, especially in legacy systems. However, HIP VPN solutions
appear to lack maturity of other solutions discussed in this
paper.

MIPv6 or other MIP type approach which keeps the VPN
tunnels active while a MN is visiting other networks only par-
tially solves the issues at hand. Depending on the application,

communication disruptions while a MN switches networks
might crash the application. For this reason, application session
persistence during network disruptions is very important and
several of the more accepted mobile VPN solutions like [53]
[54] offer the capability to mask network disruptions from the
application.

Mobile VPNs that have provisions for application session
persistence seem to be the most promising of all mobile VPN
options, and appear to be well established in the market. But
how these solutions will adapt to IPv6 remains to be seen.

VII. COMMERCIAL MOBILE VPN SOLUTIONS

We surveyed the existing commercial mobile VPN solu-
tions and found seven mobile VPNs available in the market
namely: Birdstep’s SafeMove, Radio IP’s IpUnplugged, Radio
IP’s Mult-IP, NetMotion’s Mobility XE, Columbitech’s Mobile
VPN, Motorola’s MultiNet Mobility and Cisco’s AnyConnect
Mobile. We reached out to the vendors of these products
in order to test and verify their features. We were able to
obtain a trial version of Radio IP’s Mult-IP and Columbitech’s
Mobile VPN. In the remainder of this section we briefly present
the mobility technology used in these products, and then,
we provide a case study for both Radio IP’s Mult-IP and
Columbitech’s Mobile VPN. Table IV summarizes the main
features we verified of these two products.

A. Unevaluated Commercial Mobile VPN Solutions

Birdstep provides two mobile VPNs: SafeMove Mobile
VPN which is designed for Windows [60]; and SafeMove
for Android [61]. SafeMove for Windows implements various
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Mobile IP and IPsec RFCs. It uses IPsec to provide security,
while providing mobility through Mobile IP [60]. SafeMove
provides a module to a predictive vertical handover [62].
SafeMove for Android leverages IPsec to provide security
features and MOBIKE to support mobility [61]. Application
persistence is only achievable if a change in IP address and the
MOBIKE address update occurs before the application or the
underlying transport protocol times out.

Radio IP’s IpUnplugged utilizes IPsec for security and MIP
for mobility [63]. Packet loss during roaming is inevitable in
this solution and application sessions are not guaranteed to
survive a lengthy period of network unavailability.

Mobility XE is a proprietary mobile VPN. NetMotion does
not reveal how the mobility or security protocols are imple-
mented. However, their product description [64] states that
Mobility XE is designed to provide true application persis-
tence which means applications can be suspended on network
disruption and resumed upon reconnection (without any upper
bound on time limit). It also provides seamless roaming through
a proprietary protocol. However, [64] indicates that a MN
always keeps its virtual IP in order to maintain application ses-
sions. Mobility XE employs link optimization to reduce packet
retransmission on the wireless links [65].

Cisco’s AnyConnect Mobile is implemented based on TLS
and DTLS [66]. When a the VPN client establishes a connec-
tion with a VPN server, three sessions are established: a parent
tunnel, a TLS tunnel for control traffic and a DTLS tunnel for
data traffic. During the VPN establishment phase, the server
generates a VPN session token which is then transfered securely
to the client via the TLS tunnel. The parent tunnel is inserted in
the server’s mapping table as the token. The token includes a
session ID and is mapped to the assigned private IP address.
During roaming, both the TLS and DTLS sessions are torn
down, while keeping the parent session alive. When the client
regains network connectivity, the VPN session is resumed, by
reestablishing both TLS and DTLS tunnels and then presenting
the VPN session token to the server, which will reassign the
same private IP to the client. TLS and DTLS abbreviated ses-
sion resumption is not supported. AnyConnect Mobile does not
support true application persistence; only if the reconnection
occurs before the application TCP session times out.

MultiNet Mobility (MultiNet) is a mobile VPN based on
mobile IP and IPsec. It’s designed as a client-server model
where the MN acts is its own agent. It supports automatic
multi-network roaming. Unlike the previously discussed com-
mercial MIP-based mobile VPNs, this mobile VPN provides
true application persistence functionality. It allows the VPN to
suspend applications during network interruptions and resume
them once network connectivity is recovered. MultiNet imple-
ments a vertical handover policy allowing administrators to
prioritize network selection based on speed or low-cost . It also
provide the ability to prioritize application data which can be
important for mission-critical applications [67], [68].

B. CASE STUDY I: Radio IP’s Mult-IP

We tested and verified the features on Mult-IP in a testbed
illustrated in Figure 19. Our test was conducted by observing

Fig. 19. Mult-IP testbed network diagram

the survivability of the VPN session and the application ses-
sions. We used netcat [69] to send messages between the MN
and the application server. We also used iperf [70] for a more
stressful testing by send large volume of data. We began our
testing with both WiFi and 4G interfaces enabled, then we per-
formed network interruption events. We disabled WiFi, after
that we disabled 4G before we eventually enabled WiFi. We
installed the Mult-IP servers version 3.11.0 on Windows 2008,
and used Windows 7 for the client. Below, we discuss our
observations according the mobile VPN requirements stated in
Section IV.

1) Seamless Network Roaming (SNR): Mult-IP was able to
sustain the VPN session through all of the network disruption
events. The VPN tunnel seamlessly moved from WiFi to 4G,
and survived the duration in which both WiFi and 4G were
disabled. It automatically reconnected after enabling WiFi.

Mult-IP uses a proprietary mobility protocol that allows the
MN to keep the same virtual IP during network interruptions.
It also allows for concurrent networking in which the VPN can
utilize both WiFi and 4G at the same time. This is done to allow
for implementation of a policy by which a VPN server admin-
istrator can choose which interface a client application can use.
The concurrent networking concept allows the administrator
to define up to eight pipes. Each pipe has a pre-set roaming
profile prioritizing the network interfaces to be used, as well
as configurable timeouts. This allow the mapping of different
application to different pipes based on the nature and criticality
of the application.

The automatic reconnection does not require the VPN client
to re-register with the VPN server if the reconnection occurs
within a configurable time period.

2) Security: Mult-IP implements its own proprietary secu-
rity module which provides authentication, encryption and
decryption of all data transmitted through the VPN tunnel.
It provides authentication via Windows AD, RADIUS, 801.x
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EAP or extended authentication via hard tokens, soft tokens,
smart cards etc. The encryption algorithms supported are DES,
3DES and AES.

3) Application Sessions Persistence (ASP): Mult-IP pro-
vides true application persistence by 1) allowing the MN
to keep its virtual IP despite network interruption events;
and 2) buffering application data during network unavailabil-
ity, while informing the applications that their data has been
received by the intended recipient.

When we disabled both WiFi and 4G from the MN, we
sent messages from the mobile node to the application server
using netcat. Using Wireshark [71], we observed that packets
sent from the MN node were acknowledged by the application
server. Mult-IP client generates these ACK packets on behalf
of the application server. Similar behavior happens on the other
side when sending the a message from the application server to
the MN. Upon reconnection, Mult-IP sends the buffered pack-
ets to the remote end. Upon receiving them, Mult-IP on the
receiving end changes the ACK number to the last ACK number
reported to the application.

4) Performance: Mult-IP provides load balancing. A pool
of VPN servers will have one master while the rest are slaves.
When a MN tries to establish a VPN session, the request goes
to the master server which will redirect it to the server in the
pool that has the least number of connected MNs. If each VPN
server has the same number of connected MNs, the master will
serve that connection. If the master server fails, one of the slave
servers in the pool will be elected as a master.

Mult-IP also provides a failover feature by which MNs will
automatically connect to a new VPN server in case the original
VPN server fails. While this happens seamlessly, active TCP
sessions will be reset.

Mult-IP also allows for split-tunneling which allows defin-
ing which traffic can go through the VPN tunnel and which can
be routed to the Internet directly. The split-tunneling however
is controlled by the VPN server and the policy is pushed to
the client. Encryption is not adaptive but is eliminated when
the MN is inside the home network. Compression is not adap-
tive either but the administrator can select between LZ4 or
arithmetic compression methods for each pipe. Arithmetic com-
pression yields better compression rate and thus recommended
for slow networks. LZ4 is recommended for fast networks since
it has better computation efficiency.

C. CASE STUDY II: Columbitech’s Mobile VPN

We tested and verified the features of Columbitech Mobile
VPN in a testbed illustrated in Figure 20. The testbed is sim-
ilar to Mult-IP except for the introduction of a GateKeeper
server which is responsible for load balancing. Our testing was
done using Columbitech server version 6.5.0.300 and version
6.5.0.265 for the client. We used the same testing scenarios that
we used for Mult-IP as described in Section VII-B. We discuss
our observations in relation to the mobile VPN requirements
stated in Section IV.

1) Seamless Network Roaming (SNR): In our test, we
observed that the VPN client can switch between two 4G and
WiFi seamlessly. Unlike Mult-IP, only two physical interfaces

Fig. 20. Columbitech testbed network diagram

are supported by this VPN. The VPN session survived the net-
work interuption events. We disabled both WiFi and 4G for 20
minutes before re-enabling WiFi, the VPN session reconnected
seamlessly with an abbreviated WTLS handshake. This mobile
VPN does not implement a vertical handover policy. The MN
can define a quota for the maximum amount of data transmitted
through a certain interface either using daily or monthly rates.

2) Security: Columbitech’s mobile VPN uses WTLS and
DTLS as its security protocol. It implements several authenti-
cation methods like Windows AD, Radius, X.509 certificates,
WTLS certificates, RSA SecurID, smartcard and biometrics.
For encryption, it uses DES (56 bit), 3DES (112 bit) or AES
(up to 256 bit). Key exchange is done using RSA (512-15000
bit), while hashing and signing is done via MD5 (40-128 bit),
SHA-1 (40-512 bit) [53].

3) Application Sessions Persistence (ASP): Our testing
confirms what we described in Section V-B2 that Columbitech
provides true application session persistence by splitting an
application’s TCP connection into three connections. The merit
behind this split is that the connections between the application
client and the mobile VPN client; the connection between the
VPN server and the application server can be easily maintained
to keep both the application client and application server believ-
ing they are always connected. This can be achieved regardless
of the condition of the TCP connection between the mobile
VPN client and the mobile VPN server, thereby maintaining
an application session intact. During network disruption events,
the VPN client sends a message to the application client indi-
cating the TCP buffer is full and can not temporarily accept
any more data. This is achieved by sending an ACK to to the
application client with the window set to zero. The VPN server
does the same thing to the application server when it tries to
send out data. This pauses both ends of the application ses-
sion until the VPN tunnel is restored. Upon resumption, we
observed that a new TCP session was opened to replace the
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TABLE V
A SUMMARY OF MOBILE VPN OPEN ISSUES

middle TCP connection (between VPN client and VPN server).
Just like Mult-IP, this mobile VPN allows the client to maintain
its virtual IP until the VPN tunnel is no longer needed by the
user.

4) Performance: This system supports multiple VPN
servers with the use of a GateKeeper (multiplexer) that can dis-
tribute the load to the VPN servers. The GateKeeper is a single
point of failure; and is not present in Mult-IP.

When a VPN server experiences failure, all connected clients
will lose their sessions and will have to initiate a new con-
nection with a different VPN server since the system does not
provide a transparent way to hand-over the sessions of a failed
VPN server to an active one.

Columbitech allows the client to decide whether to use split
tunneling or not. Adaptive encryption is not truly implemented,
however, encryption is disabled when the MN is trusted zones.
A user can configure the MN to use compression for selected
profiles. True adaptive compression is not implemented. A
mechanism to dynamically adjust TCP buffer parameters is
implemented by observing the RTT in order to optimize TCP
performance.

VIII. FUTURE WORK

In this section, we identify six open issues that are wor-
thy of investigation by the research community in order to
develop a mobile VPN that meets the requirements and needs
of mobile-heavy IT environments. These issues are summarized
in Table V.

A. Software Defined Networking-Enabled Mobile VPN

Software-Defined Networking (SDN) has been used recently
to allow effective seamless operation of network infrastructure
in cloud environments and data centers. Mobile VPNs allow
mobile devices to access cloud resources and private networks.
With new trends such as BYOD, all applications in a mobile
device can access private networks and cloud resources after

establishing the VPN tunnel. This may not be desirable to
an organization that requires only certain applications to have
access to the private resources. SDN-enabled mobile VPN is
envisioned to allow the SDN controller to provide VPN on
demand by dynamically configuring the routing options a VPN
server pushes to the mobile client based on a fine-grained
policy that satisfy the MN needs and conform to the orga-
nization’s objectives. As SDN is still an emerging paradigm,
SDN-enabled VPNs are in their infancy. The authors of [73]
present a novel approach to use SDN to enhance the flexibility
of MPLS VPNs. We believe utilizing SDN in mobile VPNs is
an interesting direction for future work in mobile VPNs.

B. Application Persistence

Currently, there is a lack of research in mobile VPNs that add
persistence to applications when a mobile user experiences rela-
tively long gap in network coverage. Application sessions most
likely will not survive long network disruption. There are a few
commercial solutions that address this problem as described in
section VII, however, to the best of our knowledge, there is no
research-based work published in this area. Open source and
free mobile VPNs that provide such feature are non-existent.
An open source mobile VPN that allows applications sessions
to survive long network coverage gaps, preferably with ability
to cache and buffer application data during network disruption
will be an interesting direction for future work.

C. Lightweight VPN Tunnel Resumption

TLS-based mobile VPNs will benefit from resuming TLS
sessions with abbreviated handshake instead of reestablishing a
new TLS session with full handshake upon network reconnec-
tion. Once again, there are some commercial solutions that take
advantage of such feature but no open source solution has taken
advantage of such feature. TLS session resumption is specified
in RFC 5077 [74] and RFC 5746 [75]. However, TLS-based
VPNs like OpenVPN do not utilize this feature due to triple
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handshake attacks [76]. We envision that developing a TLS-
based mobile VPN that utilizes TLS session resumption and is
resistant to triple handshake attacks will be a good direction for
future work on TLS-based mobile VPNs.

D. VPN Tunnel Handover

The evolution of mobile VPN will give rise to new design
issues, some of which will include session handover between
clients to fully capture the confluence of mobility and cloud
computing environments. Since most of the computing power
will be in the cloud, a mobile session that could be handed
off between devices will greatly enhance features that can be
provided to a mobile user. For example, a VPN session could
be handed over from a cell phone to a tablet, when the user
requires the use of a larger screen. The challenge here is to hand
over a VPN tunnel from one device to another in a way that the
new device maintains the same virtual IP of the old device so
that migrated applications sessions can be resumed on the new
device. Another challenge is how to perform the handover in a
secure fashion that protects the VPN session from being com-
promised. Such feature need to be resistant to a well-defined
attack threat model.

E. Detection of Network Disruption

All mobile VPN solutions available essentially rely on dead
peer detection mechanism to detect the of unavailability of the
remote end. This is accomplished by sending control messages,
such as a ping message, periodically according to a preset timer.
This approach has three drawbacks: 1) The detection of net-
work disruption may be delayed, resulting in avoidable TCP
retransmission timeouts which maybe interpreted as network
congestion that may lead to dropping the congestion window,
2) when the detection timer is reduced to overcome the problem
above, it leads to excessive unnecessary network traffic.

Instead of relaying on dead peer detection, adding predic-
tive functionalities to preempt connection drops to gracefully
halt sessions and reduce retransmissions is another potential
research area. Using alternatives to dead peer detection in
mobile VPNs has been introduced in [77] [78] [79] by using
adaptive fuzzy logic and particle filter. These studies intro-
duce mathematical models and simulation but lack empirical
evaluation.

F. Battery Consumption and NATing Proxies

Mobile VPN clients sitting behind a NAT server , even when
the VPN tunnel is idle, requires continuous sending and receiv-
ing of control messages to keep the VPN tunnel alive. This
makes the radio module of the mobile device remain active, pre-
venting it from hibernating which results in excessive battery
consumption. For example, the radio state machine of android
devices transitions between three states: full power, low power
and standby [80]. It transition from full power to low power
after 5 seconds of the radio being idle. 12 seconds later of idle
time, it transitions to the standby state. Most VPNs sends keep-
alive messages within 10-second periods by default such as

OpenVPN [81]. This prevents the radio module from entering
the standby state as it will always toggle between low power
and full power states. This issue is not problematic for sta-
tionary computers connected to a power source. However, this
is a major concern for battery-operated mobile devices. Until
today, this remains an open issue for mobile devices that uses
IPv4. Mobile VPNs that use IPv6 suffers less from this problem
as NATing will not be required, however, dead peer detec-
tion mechanism discussed in section VIII-E cause the same
phenomenon to exist in IPv6.

IX. SUMMARY

Mobile VPN technology is a powerful information security
tool for today’s computing environment. Due to complexity of
the issues involved, and the numerous possible options avail-
able, a mobile VPN solution that custom fits the problem at
hand can be devised using a structured methodology [10].

While modifications of IPsec and TLS based client VPNs
have their place, they are not optimized for a mobile environ-
ment and fail to address the needs for application performance,
usability, and productivity.

Finding a mobile VPN solution based on current protocols
is not trivial. MIP, and its successor MIPv6, add mobility sup-
port to the IP networks. With MIPv6 an integral part of the IPv6
functionality, the narrow waist of the OSI stack is being made
friendly to mobility. However, deployments of IPv6 are still lag-
ging behind the IPv4 Internet backbone that we have all become
accustomed to. With the inevitable movement of networking to
an IPv6 based core, incorporating session mobility based solu-
tions to MIPv6 appears to have the greatest scope of success.
However, research on this front is lacking as of this survey. A
mobile VPN solution built on session transfer that is IPv6 com-
patible, we believe will usher the mobility constrained VPN into
the mobile age.

In this survey, we presented to the reader a technical back-
ground of building-block protocols used in mobile VPNs solu-
tions. We then provided a taxonomy for classifying mobile
VPN, and stated the requirements for a true mobile VPN. We
surveyed and discussed the state-of art mobile VPN technolo-
gies with analytical comparison. We then presented two case
studies of commercial mobile VPNs before we concluded our
survey with a section that discusses the open issues of mobile
VPNs.
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